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Computer Virus

A computer virus is a type of malicious code/program/script written to alter the way a computer operates. It is designed to replicate itself so that 
it can spread from one computer to another. A computer virus is meant to harm system software by corrupting data in system’s hard drive. 
Numerous computer viruses now operate over the internet and new computer viruses are discovered every day. The increased use of internet has 
accelerated the spread of computer viruses more easily than ever.

Major Types of Computer Viruses

SSome major types of computer viruses are:

Boot Sector Virus: 
A boot sector virus replaces the boot program used to start a computer with a modiö ed, infected version of the boot program. When the 
computer runs the infected boot program, the computer loads the virus into its memory. Once the virus is in memory, it spreads to any disk 
inserted into the computer.

File Virus:  
A ö le virus attaches itself to or replaces program ö les; the virus then spreads to any ö le that accesses the infected program.

TTrojan Horse Virus: 
A Trojan horse virus is a virus that hides within or is designed to look like a legitimate program.

Macro Virus: 
A macro virus uses the macro language of an application, such as word processing or spreadsheet, to hide virus code. When you open a 
document that contains an infected macro, the macro virus loads into memory. 

Flash Drive Virus: 
FFlash drives are a very common source of virus distribution. One should be very careful when using øash drives. Some common symptoms of 
infected øash drives are:

• Most øash drives auto-run automatically after inserting it into a PC, so if you see two folders for same name then there is deö nitely 
 something wrong with it.
• It may open in new window
• Removable disk icon is replaced by a folder icon or no icon
• Some random error might appear when you try to open it
•• It might create shortcut for every ö le and folder on øash disk and is commonly known as shortcut virus
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Symptoms of Infected Systems:

Measures to Prevent Virus Attacks: 

Top Rated Antivirus Programs:

•  D e cre ase  in syste m  p e rform ance
•  Une xp laine d fre e z ing/crash ing
•  Unab le  to op e n p rogram s
•  Unab le  to install ne w  p rogram s
•  Com p ute r h as troub le  b ooting w indow s
•  Com p ute r crash e s and re starts e ve ry fe w  m inute s
•  •  D e sk top  ap p e arance  and oth e r visual se ttings are  ch ange d 
   une xp e cte dly

•  Installation of antivirus softw are
•  Ke e p  your antivirus softw are  up  to date
•  Run re gular com p ute r scans 
•  Ke e p  your op e rating syste m  up  to date
•  Ke e p  your öre w all e nab le
•  Avoid w e b site s th at p rovide  p irate d m ate rial

•  D o not op e n an e m ail from  som e one  you don’t k now
•  D o not click  on any link  p rovide d in th e  e m ail unle ss it is from  a 
   le gitim ate  source
•  D ow nload öle s only from  truste d w e b site s
•  N e ve r op e n any USB/e xte rnal drive /m e m ory card unle ss you scan it

•  F ile s or folde rs are  de le te d une xp e cte dly
•  W orse ning condition ove r a p e riod of a fe w  days to a fe w  w e e k s as 
   viruse s dow nload m ore  m alicious softw are  as tim e  goe s on
•  Une xp e cte d de cre ase  of h ard disk  sp ace  
•  Unusual e rror m e ssage s
•  Unab le  to op e n öle s or folde rs
•  •  Inte rne t acce ss is b lock e d 
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Removing a Shortcut Virus from Flash Drive/Memory Card:

Shortcu t viru s m im ics you r da ta  w ith shortcu t icons of you r öles and folders. In this situ a tion u ser is u nable to access the da ta  stored on øa sh drive. 
This viru s can be rem oved by sm a ll u tility ca lled shortcu t rem over tha t is availa ble for L U M S sta ff / facu lty/ stu dents on L U M S softw are bank . To access 
this, you  m u st be connected to L U M S netw ork  throu g h L AN/W ireless.

1. Press W indow s+ R to open Ru n
2. Type \\sus.lums.net and press Enter

3. A netw ork  folder w ill be opened. G o to Softw are/Freew are and search for ‘Sho rtcu t Rem o v er’
4. Copy this u tility on you r desk top and open it
5. Select Pen Drive

6. Select appropria te device from  the list and hit Scan

7. If the scan is su ccessfu l a  folder w ill be crea ted in you r drive containing  a ll you r recovered folders and öles.
8. Delete the shortcu ts 


	1
	2
	3
	4

